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Overview

Plan for today:
© Quantum algorithms
@ Grover's algorithm

© Application: collision finding
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Quantum algorithms
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Quantum algorithms

Ingredients:

© State space — H.

@ Initial state — |1po) € H, |||vo)|| = 1.

© Operations — unitary operators
Up,...,UTt € U(H)
o) 3 1) 3 [apa) B - L [y ).

Q@ Measurement — 51,...,5, C H s.t.
H= ®Jm=1 -
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Quantum algorithms

Ingredients:
© State space — H.
@ Initial state — |1po) € H, |||vo)]| = 1.

© Operations — unitary operators

Up,...,UTt € U(H)
U U, U: U

) = [1) =3 [2) = -+ = [oT).

Q@ Measurement — 51,...,5, C H s.t.
H= @1’77:1 -

Result: Probability of outcome j € {1,..., m}:
. 2

P[j] = [N, [}
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Unstructured search

Problem: (Unstructured search)
@ /nput: x € {0,1}".
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Unstructured search

Problem: (Unstructured search)
@ /nput: x € {0,1}".

@ Output:
o If x# 0", output j € {1,...,n} s.t.
xj = 1.

o If x =107, output "NO SOLUTION".
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Unstructured search

Problem: (Unstructured search)
@ Input: x € {0,1}".
@ Output:
o If x# 0", output j € {1,...,n} s.t.
xj = 1.
e If x=0", output "NO SOLUTION".
Classical access model: j +— x;.
Classical algorithm:
© Query all bits, stop when you find a 1.
001----
——

n bits
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Problem: (Unstructured search)
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@ Output:
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Unstructured search

Problem: (Unstructured search)
@ /nput: x € {0,1}".
@ Output:
o If x# 0", output j € {1,...,n} s.t.
xj = 1.
e If x=0", output "NO SOLUTION".
Classical access model: j +— x;.
Classical algorithm:
© Query all bits, stop when you find a 1.
001 ----
N——
n bits
@ Worst case: n queries.

Arjan Cornelissen (IRIF)

Introduction to quantum algorithms

Quantum access model:
Q Oracle: Ox : |j) — (=1)9 |)).

(-1 0 0
0 —1)* 0
0 0 (—1)x
@ Example: x =01 € {0,1}2:
2)
1 0
o=y 1

Quantum algorithm: of the form

[Y0) % |91) 4 2) & [V3) B [UT).
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Grover's algorithm [Gro'96] (1/2)

@ Assumption: |x| = 1.

@ Example: when x = 1000 € {0, 1}*:
1

1
|1/10> = ﬁ 1
1
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Grover's algorithm [Gro'96] (1/2)

@ Assumption: |x| = 1.
@ Example: when x = 1000 € {0, 1}*:

1 1000
1 0 10 0
o) == 45 |4 %=10 010
1 0 00 1
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Grover's algorithm [Gro'96] (1/2)

@ Assumption: |x| = 1.
@ Example: when x = 1000 € {0, 1}*:

1 1 0 100 0
100
1 _
tva O = 01 0
00 1

1

1 _ 1

o) = 11| =va
1

o O O
el
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Grover's algorithm [Gro'96] (1/2)

@ Assumption: |x| = 1.
@ Example: when x = 1000 € {0, 1}*:

1 1 0 1 0 -1 0 0 O
1 0 1 0 1 |1 0 1 0 O
L _ 1 1 _ 1 3. L _
Wo) =7z (1| =valol Tval1l =valol T VR =10 01 0
1 0 1 0 1 0 0 0 1
-~
s) Is+)
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Grover's algorithm [Gro'96] (1/2)

@ Assumption: |x| = 1.
@ Example: when x = 1000 € {0, 1}*:

1 1 0 1 0 -1 0 0 O
1 0 1 0 1 |1 0 1 0O
- 1 _ 1 1 _ 1 3. b _

o= |1| =Valo| TVa 1| =Valo| TVI A1 %70 010

1 0 1 0 1 0 0 0 1

-~
_ s |54 _ ,
© In general: We can write xs = 1. Then: Ox: ) — (=1)9 1))

o) J
| \[ZI
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Grover's algorithm [Gro'96] (1/2)

@ Assumption: |x| = 1.
@ Example: when x = 1000 € {0, 1}*:

1 1 0 1 0 -1 0 0 O
1 0 1 0 1 |1 0 1 0O
L _ 1 1 _ 1 3.4 _
o= |1| =Valo| TVa 1| =Valo| TVI A1 %70 010
1 0 1 0 1 0 0 0 1
_ s |54 _ ,
© In general: We can write x; = 1. Then: Ox: ) — (=1)9 1))
1 . 1 1 <~ .
|¢0>-—ﬁ;|ﬂ—%|5>+%;|ﬂ
J#s
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Grover's algorithm [Gro'96] (1/2)

@ Assumption: |x| = 1.
@ Example: when x = 1000 € {0, 1}*:

1 1 0 1 0 -1 0 0 O
1 0 1 0 1 |1 0 1 00
1 _ 1 1 _ 1 3, L _
o= |1| =Valo| TVa 1| =Valo| TVI A1 %70 010
1 0 1 0 1 0 0 01
—~
_ s js+) _ ,
© In general: We can write x; = 1. Then: Ox: ) — (=1)9 1))
1~y L 1 &, 1 [n-1 1 &
|¢0>-—ﬁ;|ﬂ—%|5>+%;|ﬂ—W|5>+ Tﬁgm
i#s J#s
[s*+)
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Grover's algorithm [Gro'96] (1/2)

@ Assumption: |x| = 1.
@ Example: when x = 1000 € {0, 1}*:

1 1 0 1 0 -1 0 0 O
1 0 1 0 1 |1 0 1 0O
- 1 _ 1 1 _ 1 3. b _
|¢0>-—ﬂ1—40+41—ﬁ0+431,OX—0010
1 0 1 0 1 0 0 0 1
-~
_ s |54 _ ,
© In general: We can write x; = 1. Then: Ox: ) — (=1)9 1))
oy = L3 = L Ly = L/t Loy,
R YV e AR n Vnm1
J#s i#s
@ Conclusion: s

© [to) = J=ls) +/1— 7 [s").

@ Oy|s) = —|s) and Oy |5J-> = |5J->.
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Grover's algorithm [Gro'96] (2/2)

@ Assumption: |x| = 1.
@ Observations:

0 |Yo) = \[|5 +«/17 |5J->

@ O,|s) = —|s) and O, ’s ) =]sh).
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Grover's algorithm [Gro'96] (2/2)

@ Assumption: |x| = 1.

@ Observations: s
0 |Yo) = \[|5 +\/1* |5J->
@ O,|s) = —|s) and O, ’s ) =]sh).
|%0)
|s*)
( = arcsin %
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Grover's algorithm [Gro'96] (2/2)

@ Assumption: |x| = 1.
© Observations:
0 [vo) = 2= 1s) +F|sl>
@ Oxls)=—Is) and O |s*) = |s*).
© Grover’s algorithm:
@ State space: H = C". =)
@ Initial state: |io) = fzj 1 1)

- in L
(p = arcsin —-
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Grover's algorithm [Gro'96] (2/2)

@ Assumption: |x| = 1.
@ Observations:
0 |Yo) = \[|5 +«/17 |5J->
@ O,|s) = —|s) and O, ’s ) =]sh).
© Grover’s algorithm: [t0)
@ State space: H = C". |s*)
@ Initial state: |1po) = fzj )
© Operations:

@ Apply O.
@ Reflect through |to).

- in L
(p = arcsin —
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Grover's algorithm [Gro'96] (2/2)

@ Assumption: |x| = 1. |
s

© Observations: ) |12)
@ o) = J5ls) +/1—7|s)
@ O«ls) = —Is) and O, |s*) = [sF).

© Grover’s algorithm: |¢0>
@ State space: H =C". ST B
@ Initial state: |1ho) = 5=, |j). | )

© Operations:
@ Apply O.
@ Reflect through |to).

- in L
(p = arcsin —
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Grover's algorithm [Gro'96] (2/2)

@ Assumption: |x| = 1.
) s
@ Observations: |

| )
® [Yo) = i ls) +y/1— 1 [sh)
@ O«ls) = —Is) and O, |s*) = [sF). o)
© Grover’s algorithm: 0
@ State space: H =C". é@ B

@ Initial state: |vpo) = %, ZJ",:1 ) [1h1)
@ Obperations: 1

@ Apply O.
@ Reflect through |to).

( = arcsin %
2k +1)p =~ 3.
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Grover's algorithm [Gro'96] (2/2)

@ Assumption: |x| = 1.
) s
@ Observations: |

| )
® [Yo) = i ls) +y/1— 1 [sh)
@ O«ls) = —Is) and O, |s*) = [sF). o)
© Grover’s algorithm: 0
@ State space: H =C". é@ B

@ Initial state: |1ho) = 5=, |j). on)
© Operations: Repeat k = [ 7] times:
@ Apply Ox.
@ Reflect through |to).
( = arcsin %
2k +1)p =~ 3.
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Grover's algorithm [Gro'96] (2/2)

@ Assumption: |x| = 1.
) s
@ Observations: |

| )
® [Yo) = i ls) +y/1— 1 [sh)
@ O«ls) = —Is) and O, |s*) = [sF). o)
© Grover’s algorithm: 0
@ State space: H =C". é@ B

@ Initial state: |vhy) = L ZJ",:1 ).

H . " T . B |’(/}1>
© Operations: Repeat k = [ 7] times:
@ Apply Ox.
@ Reflect through |to).
@ Measurement: S; = Span{|})}. ¢ = arcsin %

2k +1)p =~ 3.
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Grover's algorithm [Gro'96] (2/2)

@ Assumption: |x| = 1.
) s
@ Observations: |

| )
® [Yo) = i ls) +y/1— 1 [sh)
@ O«ls) = —Is) and O, |s*) = [sF). o)
© Grover’s algorithm: 0
@ State space: H =C". é@ B

@ Initial state: |vhy) = L ZJ",:1 ).

© Operations: Repeat k = [ 7] times: 1)
@ Apply Ox.
@ Reflect through |to).
@ Measurement: S; = Span{|})}. ¢ = arcsin %
Q P[s]>1-1/n. 2k +1)p =~ 3.
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Grover's algorithm [Gro'96] (2/2)

@ Assumption: |x| = 1.
) s
@ Observations: |

| )
® [Yo) = i ls) +y/1— 1 [sh)
@ O«ls) = —Is) and O, |s*) = [sF). o)
© Grover’s algorithm: 0
@ State space: H =C". é@ B

@ Initial state: |vhy) = L ZJ",:1 ).

© Operations: Repeat k = [ 7] times: 1)
@ Apply Ox.
@ Reflect through |to).
@ Measurement: S; = Span{|})}. ¢ = arcsin % o) (%)
Q P[s]>1-1/n. 2k +1)p =~ 3.

© k = O(+\/n) queries — Quadratic improvement!
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Improvements of Grover's algorithm
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Improvements of Grover's algorithm

Q If x| >0:
_¢1|7|Z“>’ sty = ——— Zw.

xj=1 xj 0
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Improvements of Grover's algorithm

Q If x| > 0 Is)  J¢ba)
IR R S YFORE
|s) m;b% |st) = WZU-

xj=1 ~ |¢0>
25 )

-
1)
cp:arcsin\/E:Q< |Xn|)
2k +1)p~ 7.
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Improvements of Grover's algorithm

Q If x| > 0 Is)  J4ba)
IR R S YFORE
|s) m;b% |st) = WZU-

xj=1 - |¢0>
@ If we know |x|: AM |s4)

o k= Lﬁj iterations.

o k= O(y/n/|x]) queries. |11)

_ : x| _ x|
cp_arcsm\/2—§2< );)
N3

(2k +1)p
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Improvements of Grover's algorithm

Q If x| > 0 Is)  J4ba)
1 n
=——=> 1), |s") = )
N Z \/ — T Z
xj=1 - |1/J0>

@ If we know |x]: AM s

o k= Lﬁj iterations. !

e k= 0(y/n/|x|) queries. 1)
© If we don't know |x]|:

o Guess |x| =n, |x| = = n/4, etc.

o Check if outcome j satisfies x; = 1. _ . Ix| Q Ix|

o Output “NO SOLUTION” if all tries failed. P =aresing/ o = )

2k +1)p ~ 3.
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Improvements of Grover's algorithm

Q If x| > 0 Is)  J¢ba)
1 n
=—=> i), |sh) = )
N Z \/ I Z
xj=1 - |1/J0>

@ If we know |x]: AM s

o k= Lﬁj iterations. !

e k= 0(y/n/|x|) queries. 1)
© If we don't know |x]|:

o Guess |x| =n, |x| = = n/4, etc.

o Check if outcome j satisfies x; = 1. _ . Ix| Q Ix|

o Output “NO SOLUTION” if all tries failed. P =aresiny /o= ok

Total queries to Oy: O(y/n). 2k +1)p~ 7.
Arjan Cornelissen (IRIF) Introduction to quantum algorithms April 27th, 2023
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Application: Collision finding [BHT'97]
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Application: Collision finding [BHT'97]

Problem: (Collision finding)
Q Input: x € D", |D| = n/2.
o Every element appears exactly twice in x.
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Application: Collision finding [BHT'97]

Problem: (Collision finding)
Q Input: x € D", |D| = n/2.
o Every element appears exactly twice in x.
o Example: D={A,B,C}, n=6,
x = BCACAB.
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Application: Collision finding [BHT'97]

Problem: (Collision finding)
Q Input: x € D", |D| = n/2.
o Every element appears exactly twice in x.
o Example: D={A,B,C}, n=6,
x = BCACAB.

@ Output: j,j such that x; = xj and j # .
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Application: Collision finding [BHT'97]

Problem: (Collision finding)
Q Input: x € D", |D| = n/2.
o Every element appears exactly twice in x.
o Example: D={A,B,C}, n=6,
x = BCACAB.

@ Output: j,j such that x; = xj and j # .
Classical algorithm:

@ Query in random order.
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Application: Collision finding [BHT'97]

Problem: (Collision finding)
Q Input: x € D", |D| = n/2.
o Every element appears exactly twice in x.
o Example: D={A,B,C}, n=6,
x = BCACAB.

@ Output: j,j such that x; = xj and j # .
Classical algorithm:

@ Query in random order.

C- -
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Application: Collision finding [BHT'97]

Quantum algorithm:

@ Query k random elements in the list.
Problem: (Collision finding)

Q Input: x € D", |D| = n/2.
o Every element appears exactly twice in x.
o Example: D={A,B,C}, n=6, x| B
x = BCACAB. B

@ Output: j,j such that x; = xj and j # .
Classical algorithm:

@ Query in random order.
-C-C-B
@ O(+/n) queries suffice (birthday paradox).
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Application: Collision finding [BHT'97]

Quantum algorithm:
@ Query k random elements in the list.
@ Let y € {0,1}" with y; if j forms a
collision with any of the already queries

Problem: (Collision finding)
Q Input: x € D", |D| = n/2.
o Every element appears exactly twice in x.

entries.
o Example: D={A,B,C}, n=6, x| BCACAB
x = BCACAB. BC .
@ Output: j,j such that x; = xj and j # . y|000101

Classical algorithm:

@ Query in random order.
-C-C-B
@ O(+/n) queries suffice (birthday paradox).
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Quantum algorithm:
@ Query k random elements in the list.
@ Let y € {0,1}" with y; if j forms a
collision with any of the already queries

Problem: (Collision finding)
Q Input: x € D", |D| = n/2.
o Every element appears exactly twice in x.

entries.
o Example: D ={A,B,C}, n=6, x| BCACAB
x = BCACAB. _
B C
@ Output: j,j such that x; = xj and j # . y|000101
Classical algorithm: o |y[=k.
© Query in random order. o Grover: O(y/n/k) queries.

-C-C-B
@ O(+/n) queries suffice (birthday paradox).
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x = BCACAB. _
B C
@ Output: j,j such that x; = xj and j # . y|000101
Classical algorithm: ° |y| = k.

@ Query in random order. o Grover: O(4/n/k) queries.
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@ O(+/n) queries suffice (birthday paradox).
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Application: Collision finding [BHT'97]

Quantum algorithm:
@ Query k random elements in the list.

@ Let y € {0,1}" with y; if j forms a
collision with any of the already queries

Problem: (Collision finding)
Q Input: x € D", |D| = n/2.

o Every element appears exactly twice in x.

entries.
o Example: D ={A,B,C}, n=6, x| BCACAB
x = BCACAB. B C .
@ Output: j,j such that x; = xj and j # . y|000101
Classical algorithm: ° |y| = k.
@ Query in random order. o Grover: O(4/n/k) queries.
.C-C-B © Total queries: O(k + \/n/k).

@ O(+/n) queries suffice (birthday paradox). @ Minimized for k = o(n'/3).
@ 0O(n'/3) queries — subquadratic
improvement!
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Summary

Summary:
© Quantum algorithms.
@ Grover's algorithm:
e Quadratic improvement.
© Application: collision finding:
e Subquadratic improvement.

Arjan Cornelissen (IRIF) Introduction to quantum algorithms April 27th, 2023 11/11



Summary

Summary:
© Quantum algorithms.
@ Grover's algorithm:
e Quadratic improvement.
© Application: collision finding:
e Subquadratic improvement.

Thanks for your attention!
cornelissen@irif.fr
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